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If necessary, the system firmware can be updated at local machine or remote
console. Please refer the following instructions.

1.1 BIOS + SPS

Update Method | OS

Tool and Jumper settings

Local Update UEFI environment

AfuEfix64.efi
Need to disable SPS by JME1 jumper.

Windows PE environment | AFUWINx64.EXE

Need to disable SPS by JME1 jumper.

Remote update | IPMI command

Yafuflash.exe
No need to disable SPS.

IPMI Web UI

No tool required
No need to disable SPS.

1.1.1 BIOS + SPS update in UEFI environment
1. Format a USB flash drive to FAT32.

Format USE Drive (H:) *

Capadty:
[3.85c8 -

File system
FAT32 (Default) ~

Allocation unit size
4096 bytes w

Restore device defaults

Volume |abel

2. Download the update tool and BIOS file(xxx.bin), then save at the root directdory of

the USB drive.

This PC » USBE Drive (G:) »

]
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MName Size Dater
EFl 12/11

| | AfuEfixfd.efi 521 KB 7/19/:

| | | BIOS.bin BIOS file 32763 KB |1/2/2(
mj FlashAll.nsh 1KB  6/16/:
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3. Plug the USB drive to the Server and close pin 2-3 of IME1.

4. Power on system. When you hear BIOS ready beep, perss F11 to enter boot menu
and select the USB drive to boot.

Please select boot device:

Windows Boot Mal (P1: TS128FSTDM1S00AV)
UEFI: Built-in 11
UEFI: hp v11Sp PMAP, Partition 1

Enter Setup

T and { to move selection
ENTER to select boot device
ESC to boot using defaults

5. Type fs*: to enter the USB drive, for example fsO:..

EDK II

1011BDBC

6. Type FlashAll.nsh [BIOS file name] to update BIOS.

Flashall.nsh BIOS.bin input your BIOS file name
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7. When the process ends, make sure all regions are done successfully without any
error.

....... done

8. Remove AC power and move JME1 jumper back to pin 1-2.

9. Power on, then boot to BIOS to check if BIOS version and SPS version are correct.
BIOS version:

fptio Setup Utility - Copuright (C) 2020 American
Advanced Serwver Mgmt Security Boot Save & Ewit

BIDS Information
BIOS “Yendor American Megatrends
Core Yersion 5.14
Compliancy UEFTI 2.7; PI 1.6
Project Wersion DACLA 0.45 =64
Build Date and Time 09/09,2020 14:30:17
Access Lewvel Administrator
BIOS Mame HFMEZ210EB
|BIOS Yersion 0.0B |

¥ Intel RC Yersion

SPS version:

1 Aptio Setup Utility - Cop| Aptio Setup Utility - Copyright (C) 20
GERGN Advanced » Mgmt  Security Adwvanced
» Processor Configuration General ME Configuration
» UPI Configuration | Oper. Firmware ‘ersion 0A:d4.1.4.256 |
» Memory Configuration Backup Firmware Yersion NAA
» 110 Configuration Recovery Firmware vYersion OA:4.1.4.256
» PCI Express Configuration ME Firmuare Status #1 Ox000F0245
> sSATA Configuration ME Firmware Status #2 UxBE118026
» Miscellaneous Configuration Current State Operat ional
Error Code Mo Erraor
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1.1.2 BIOS + SPS update in Windows PE environment
1. Copy update tool and BIOS file(xxx.bin) to WiInPE disk.

This PC » WINPE_X64 (H:) » AfuWinbd

-

) Name Size I
g AFLWINxB4.EXE 566 KB
¢ amifldrvbd.sys 19 KB
| BIOS.bin BIOS file 32,768 KB
=| FlashAll.bat 1 KB

2. Plug the WiInPE disk to server and close pin 2-3 of JIME1.

3. Power on system. When you hear BIOS ready beep, press F11 to enter boot
menu and select the WInPE disk.

, Partition 1

4. Switch to BIOS folder and run the command.
FlashAll.bat [BIOS file name]

Directory of C:\AfulWin64

8/2019 11:53 AM  <DIR>
8/2019 11:53 AM  <DIR> 3
2018 06 - 9,184 AFUWINX64.EXE
3/2017 A 19, if
/2020
/2019

:\AfuWin64>FlashAll.bat BIOS.hin BIOS file name

HPM-621 Software User's Manual 9
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5. When the process ends, make sure all regions are done successfully without any
error.

. done
. done
. done
. done
. done
. done
. done

y Loader t

6. Remove AC power and move JMEL jumper back to pin 1-2.

7. Refer 1.1.1 step9 to check the BIOS and SPS version.
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1.1.3 BIOS + SPS update using IPMI command
1. Copy BIOS file(xxx.hpm) to Yafuflash tool folder

Local Disk (C:) » VYafuflash_Wingd
() Mame Date modified Size
amifldrvéd.sys 2019/11/19 T 0... 19 KB
I || bios_019.hpm 2019/11/21 ~=F0... 32,769 KB I
LIBIPMI. I 2019/11/19 T 0... 632 KB
[55] Yafuflash 2019/11/19 = 0... 730 KB

2. Open Command Prompt (admin) and change directory to Yafuflash tool folder.

3. Input the command:
Yafuflash.exe -nw -ip [BMC IP address] -U [user name] -P [user password] -d 2
[BIOS file name]. The default username and password are admin/admin.

Bl C\Windows\System32\crd.exe - Yafuflash.exe -nw -ip 192.168.1.78 -U admin -P admin -d 2 bios_019.hpm

Note: BMC IP address can be configured at BIOS menu.

1

[Unspecified]

S 2
» BMC network configuratwon

4. When the process ends, turn off AC power for 10 seconds.

5. Refer 1.1.1 step9 to check the BIOS and SPS version.
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1.1.4 BIOS + SPS update using IPMI Web Ul
1. Open web browser. Enter BMC IP address and log in. The default username and
password are admin/admin.

If you get a message that says “Your connection is not private”, just skip it.

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.78 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

[J Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

1

Hide advanced Back to safety

This server could not prove that it is 192.168.1.78; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

epm(eed to 192.168.1.78 (unsafe)

Note: BMC IP address can be configured at BIOS menu.

A celuR UL Ry LORUREENE )20 10 pnencar) fAptio Setup Utility - Copyright (C)

Contfiguration Ad "CE [Unspecified]

2
» BMC network configuration
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2. Click the Maintenance tab, then Firmware Upate.

< C A Notsecure | 192.168.1.78/#maintenance
MEGARAC SP-X =

Firmware Information

o ooue Maintenance
Nov 6 2019 14:24:04 CST

ovceins. -] £ @

# Dashboard

Backup Configuration BMC Recovery
@ Sensor B E
@& Power Source
Firmware Update Preserve Configuration
© FRU Information
Ll Logs & Reports N

System Administrator

£ Settings

L4 Remote Control

B Image Redirection

® Power Control

@& Fan Control

# Maintenance

3. Choose File to select BIOS file(xxx.hpm).

Firmware Update

Note:
Following are the Firmware update methods and components supported in this page
 BMC Firmware update.
« HPM Firmware update supports the following components.
© BOOT and APP
o BIOS
o ME
o CPLD

Select Firmware Image

‘OLME‘hPm
Start firmware update

WARNING:Please note that after entering the update mode, the widgets, other web pages
widgets will be automatically closed. If the upgradation is cancelled in the middle of the w
BOOT,and APP components of Firmware.
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4. Click the Start firmware update button, then Proceed. The message appears,

“Are you sure you want to flash?”. Click OK.

Note: 192.168.1.78 says
Following are the Firmware update methods and components supported in this|
Are you sure you want to flash?

s BMC Firmware update.
* HPM Firmware update supports the following components.
© BOOT and APP Cancel

© BIOS
o ME
© CPLD

Select Firmware Image

Choose File | bios_019.hpm

1

Uploaded signimage Public Key Info
‘ed Nov 6 01:23:50 2019

MNew signimage Public Key

Preparing to flash...

Update All

List of Components

# Component Name Existing Version Uploaded Version Upgrade
e BIOS 0.0.0 1.0.35651584
Proceed

5. The message appears, “The device has been updated successfully.”. Click OK.

Note: 192.168.1.78 says
Following are the Firmware update methods and components supported in this|
s BMC Firmware update The device has been updated successfully
* HPM Firmware update supports the following components.
© BOOT and APP n
@ BIOS
o ME
o CPLD

Select Firmware Image

Choose File | bics_019.hpm

Start firmware update

6. Server will reset after few seconds, refer 1.1.1 step9 to check the BIOS and SPS
version.
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BIOS

Update Method | OS Tool
Local Update UEFI environment AfuEfix64.efi

Windows PE environment | AFUWINx64.EXE
414.51.2.1 BIOS update in UEFI environment
1. Format a USB flash drive to FAT32.

Format USE Drive (H:) e
Capadity:

3.65GB ~
File system

FAT32 (Default) w

Allocation unit size

4096 bytes w

Restore device defaults

Volume label

2. Download the tool and BOIS file(xxx.bin) and save at the root directdory of the

USB drive.
2C » USBE Drive (1G3)

Mame Size Date modified Type

EFI 12/11/2019 417 PM  File folder
| AfuEfix6d.efi 521KBE  7/19/20126:33PM  EFI File
| FlashMain.nsh KB 3/10/20164:25PM  NSH File

| BIOS.hin |BIOS file 32,768 KB 1/2/2020 4:46 PM BIM File

3. Power on system. When you hear BIOS ready beep, perss F11 to enter boot
menu and select the USB drive to boot.

Please select boot device:

Windows Boot Man (P1: FSTDM1S00AY)
UEFI: in EFI

ENTER to s boot ce
ESC to boot using defaults
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4. Type fs*: to enter the USB drive, for example fsO:

EDK II

HD(1,MBR,0

5. Type FlashMain.nsh [BIOS file name] to update BIOS.
Shells f

bin Input your BIOS name

6. When the process ends, make sure all regions are done successfully without any
error.

.- - -Ijl:ll'l
done

BIDS Information
BIOS “endor

Core Wersion
Compliancy

Project Wersion
Build Date and Time
fccess Level

BIOS Mame

fimerican Megatrends
5.14

UEFI 2.7; PI 1.6
OACLA 0.45 x6d
09/09/2020 14:30:17
Administrator

HPHEZ 10E

| BIOS Wersion

0.08 |

» Intel RC Yersion
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11.61.2.2 BIOS update in Windows PE environment
1. Copy update tool and BIOS file(xxx.bin) to WiInPE disk.

This PC » WINPE_X64 (H:) » AfuWingd

-~ Name Size Date modified 1

il AFUWINxB4.EXE
amifldrefd.sys
| | BIOS.bin BIOS file
=| FlashMain.bat

2. Power on Server. When you hear BIOS ready beep, press F11 to enter boot menu
and select the WIinPE disk.

3. Switch to BIOS folder and run the command.
FlashMain.bat [BIOS file name]

BIOS file name

4. When the process ends, make sure all regions are done successfully without any
error.

. done

. done
. done

. done
done
done

done

. done

... done
....... done
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5. Reboot to BIOS to check if BIOS version is correct.

Aptio Setup Utility - Copyright (C) 0 American

System Language [English]
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Update Method

OS

Tool

Local Update

DOS environment

Yafuflash.exe.

WiInPE environment

Yafuflash.exe

Remote update

IPMI Web Ul

No tool required

IPMI command

Yafuflash.exe

Please refer readme for tool detail information.
11.71.3.1 BMC update in DOS environment
1. Download Rufus to create a DOS USB drive, https://rufus.ie/.

2. Save BMC file to root dictory of the DOS USB drive.

._0 Rufus 3.8.1580 (Portable) —

Drive Properties

;) [3.9GE] o

Device
NO_LABEL (H:

Boot selection

x

Disk or IS0 image (Please select) ~ @

on bootable

FreeDOS
D o

tem

UEFI-CSM)

w Show advanced drive properties

Format Options

Wolume label
3.9GB
File system

FAT32

SELECT

Cluster size

4096 bytes (Default)

v Show advanced format options

Status

@0 =

1 device found

PC

READY

START

» USB Drive (H:)

MName Size

LOCALE
4 autorun.ico 34 KB
4| autorun.inf 1KB

| | bmchpm| BMC file 32769 KB

[ Yafuflash.exe 450 KB
[] vafuflash.lk1 1KB
| | Yafuflash.sym 131 KB
[%] Flash.bat KB

HPM-621 Software User's Manual
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3. Plug the USB drive to the Server and boot to BIOS setup. Switch to Boot tab and
change CSM Support to [Enable], Boot mode select to [LEGACY].

Aptlo Setup Utility - Copyright (C) 2019 American

Main Advanced Serwver Mgmt Secu Save &
Boot Configuration g
Setup Prompt Timeout 1
Bootup NumLock State [on]
Quiet Boot [Enabled]
CSM Support [Enable]

Switch to Save & Exit tab and then Save changes and Reset.

Main Advanced Server Mgmt Security Boot EEEREEEESA8E

Save Options

Discard Changes and Reset

Default Options

Restore Default Values

Save the User Default Values
Restore the User Default Values

4. When you hear BIOS ready beep, press F11, and select the DOS USB drive to
boot.

5. Input flash.bat [BMC file name] and press enter. Please wait. This process may
take 40 minutes.

Directory of C:N

LOCALE 11-28-19
AUTOEXEC BAT 11-28-19

INF 11-28-19

ICD 11-28-19

HPH 33,554,991 11-25-19

EXE 468,378 11-19-19

LK1 168 11-19-19

5YH 133,488 11-19-19 i
FLASH BAT 25 11-29-19 11:

8 file(s) 34,183,838 bytes

1 dir(s) 3,782 Mega bytes
C:\>flash.bat bmc.hpm
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6. When the update process finishs, BMC will reset. _

226262262 2 9626222666 2 62620676 26 206962696 26260696 26006162626 9616262696 260626 264 2626 2076 26 26 2606
Uploading Firmware Image :@ 188%... done

Skipping [bootl Hodule ....

Skipping [confl Module ....

Flashing [bkupconf]l Module ....

Flashing Firmware Image :

Verifying Firmware Image :

Verifying Firmware Image :
Flashing [lmedial Module ....
Flashing Firmware Image :
Verifying Firmware Image : -
Flashing [astZ588e]l Module ....
Flashing Firmware Image :
Verifying Firmware Image :
Resetting the firmware..........
C:N>_

C:s»chkver .bat
Cisn>Yafu.exe -kcs -mi
Yafu INI Configuration File not found... Default optio

Image Version
ModuleName Description Hersion
12.1.191112

Boot Configuration

Setup Prompt Timeout 1

Bootup Numbock State [an]
Quiet Boot [Enabled]
CSH Support [Disable]

Save changes and exit.

HPM-621 Software User's Manual 21
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4+1.81.3.2 BMC update in WIinPE environment
1. Copy update tool and BMC file to WiInPE disk.

This PC » WINPE_X64 ()] » Yafuflash_Wingd

-

~ Marne Size
4 amifldrvbd.sys 19 KB
| bmec.hpm BMC file 32765 KB
o| chlover.bat 1 KB
o| Flagh.bat 1 KB
| LIBIPMILGII 632 KB
T 5= Yafuflash.exe 730 KB

2. Plug the WInPE disk to the Server and power on. When you hear BIOS ready
beep, press F11 to enter boot menu and select the WiInPE disk to boot.

ect boot dewice:

MAP, Partition 1

3. Switch to the ipmi tool folder and run the command.
Flash.bat [BMC file]

BMC file name

C:\Yafuflash_Win64>Flash.bat bmc.hpm

Please wait. This may take few minutes.
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User’s Manual

4. When the update process finishs, BMC will reset.

:\Yafuflas
INFO: Yafu ) found... Default optio

ion Ver
12.1.191112

HPM-621 Software User's Manual 23
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41.91.3.3 BMC update using Web Ul
1. Open web browser. Enter BMC IP address and log in. The default user name and
password are admin/admin.

If you get a message that says “Your connection is not private”, just skip it.

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.78 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

[J Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

1

Hide advanced

This server could not prove that it is 192.168.1.78; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

epm(eed to 192.168.1.78 (unsafe)

Note: BMC IP address can be configured at BIOS menu.

AEIRD Setup UTLLity - Cop

Aptio Setup Utility - Copyright (C)

Contfiguration Ad "CE [Unspecified]

2
» BMC network configuration

2. Click the Maintenance tab, then Preserve Configuration.

Maintenance

A @ (

Backup Configuration BuC Recovery Firmware I
B []
Firmware update Restore C
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Check all and Save.

Preserve Configuration

Click here to go to Firmware Update or Restore Factory Defaults

% Check All

1PMI
Network

B «wm

Authentication

Syslog

web
2
Save

3. Click the link to go to Firmware Upate.

Preserve Configuration

Click here to go to

mware Update ¢r Restore Factory Defaults
Check All

4. Choose File to select BMC file.

Firmware Update

Note:
Following are the Firmware update methods and components supported in this page.
® BMC Firmware update.
* HPM Firmware update supports the following components.
© BOOT and APP
o BIOS
© ME
o CPLD

Select Firmware Image

Choose File |[bmc.hpm

Start firmware update
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5. Click the Start firmware update button, then scroll down and click Proceed.

Update All

List of Components

# Component Name Existing Version Uploaded Version Upgrade
1 BoOT 12.1.0 12.1.0
2 APP

12.1.191023

12.1.191127

The message appears, “Are you sure you want to flash?”. Click OK.

192.168.1.78 says

ymponents supported in this| Are you sure you want to flash?

g components.

“ cancel

6. The message appears, “Firmware reset has been called. Close this current
session, and open a new session after a copule of minutes.”. Click OK.

192.168.1.78 says

Firmware reset has been called. Close the current session, and open a
new session after a couple of minutes.,

7. Reboot the server and then login to check the BMC firmware version.

L3 C A Notsecure | 192.168.1.78/#dashboard

MEGARAC SP-X =

Firmware Information

. A Dashboard contraipznal

Nowv 12 2019 18:04:39 CST
0odoQhs
BMC Up Time

Host Online

# Dashboard
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1-1-101.3.4 BMC update using IPMI tool
1. Save BMC file to Yafuflash folder.

Local Disk (C) » Yafuflash_Wing4

-

Mame Date modified Size Type
amifldritd.sys 2019/11/19 5 0... 19KB  System)
LIBIPMILdII 0 632KB Applicg

[ Yafuflash TI0KE Applicd

D bmc.hpm |BMC file name 2019/11/28 T 0... 32769 KE HPMF

%% % N

2. Open Command Prompt (admin) and change directory to Yafuflash tool folder.

3. Input the command:
Yafuflash.exe -nw -ip [BMC IP address] -U [user name] -P [user password] -pc
-spi [BMC file name]. The default username and password are admin/admin.

admin -P admin -pc -spi bmc.hpm

Note: BMC IP address can be configured at BIOS menu.

i Aptio Setup Utility - Copyright (C) 2019 American

configuration Ad

2
» BMC network configuration

4. When the following screen shows, please wait few seconds.
The update process will start.

EE INTERRUPTED
FROM TH

EEEEEEEE
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5. When the update process finishs, BMC will reset.

B C\Windows\Systemn32\emd.exe

6. Reboot the server. Check BMC firmware version by following fommand.
Yafuflash.exe -nw -ip [BMC IP address] -U [user name] -P [user password] -mi
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CPLD

Update Method | OS Tool

Remote update | IPMI Web Ul No tool required

IPMI command Yafuflash.exe

1.241.4.1 CPLD update using Web Ul

1. Open browser. Enter BMC IP address and log in. The default user name and
password are admin/admin.

If you get a message that says “Your connection is not private”, just skip it.

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.78 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

[J Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

1

Hide advanced

This server could not prove that it is 192.168.1.78; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

epm(eed to 192.168.1.78 (unsafe)

Note: BMC IP address can be configured at BIOS menu.

0 Setup Utility - Copyright

2013

fptio Setup Utility - Cof

Configuration Ad ource [Unspecif ied]

2
» BMC network configuratuon
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2. Click the Maintenance tab, then Firmware Upate.

< C A Notsecure | 192.168.1.78/#maintenance
MEGARAC SP-X =

. Firmware Information

o ooue Maintenance
Nov 6 2019 14:24:04 CST

Host Online

ovceins. -] £

# Dashboard Backup Configuration

@ Sensor

@

Firmware Update

@ Power Source

© FRU Information

Ll Logs & Reports N

System Administrator
£ Settings

L4 Remote Control

B Image Redirection

® Power Control

@& Fan Control

# Maintenance

3. Choose File to select CPLD file.

Firmware Update

@

BMC Recovery

Preserve Configuration

Mote:

Following are the Firmware update methods and components supported in this page.

* BMC Firmware update.

* HPM Firmware update supports the following components.

o BOOT and APP
o BIOS

o ME

o CPLD

Select Firmware Image

Choose File | gpld.hpm

4. Click the Start firmware update button, then scroll down and click Proceed.

Update All

List of Components
# Component Name Existing Version
1 CPLD 12.1.191112
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The message appears, “Are you sure you want to flash?”. Click OK.

192.168.1.78 says

)mponents supported in this| Are you sure you want to flash?

g components. Cancel |

5. The message appears, “The device has been updated successfully”. Click OK.

192.168.1.78 says

The device has been updated successfully.

6. Shutdown the server and turn off AC power for 10 seconds.
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1+.2.21.4.2 CPLD update using IPMI tool
1. Save CPLD file to Yafuflash folder.

Local Disk (C:) » Vafuflash_Wintd

N

Mame Size D:
4 amifldrvbd.sys 19KB 20
| cpld.hpm | CPLD file 494 KB 20
i LIBIPMLAI 632KB 20
8| Yafuflash TIDKE 20

2. Open Command Prompt (admin) and change directory to Yafuflash tool folder.

3. Input the command: Yafuflash.exe -nw -ip [BMC IP address] -U [user name] -P
[user password] -d 4 [CPLD file name]. The default username and password are
admin/admin.

4. After the process finishing, shutdown the server and turn off AC power for 10
seconds.
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2 Smart Fan Configuration
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2.1 OEM Message Format

The OEM command bytes are organized according to the following format specification:

Byte 1 Byte 2 Byte 3:N
Function code |Cmd Data

Where:
Function code 0x30 is the OEM function code, and default Privilege Level
is User. If you use “ipmiutil” tool in Windows OS, replace “0x30”

with “00 20 CO”.
Cmd Command code. This message byte specifies the operation that it to

be executed.
Data Zero or more bytes of data, as required by given command.

2.2 OEM Command Table

Description Function code | Cmd | Data/Response data
Set fan mode 0x30 0x01 | [Mode]
0 =standard mode
1 =full mode

2 = optimal mode

3 = manual mode

Get fan mode 0x30 0x30 | The response data is the fan mode.
0 = standard mode

1 =full mode

2 = optimal mode

3 = manual mode

Set fan PWM 0x30 0x35 | [Fan] [PWM]

Fan:

0 =CPU1_FAN1

1 =CPU2_FAN1

2 =SYS_FAN1

3 =SYS_FAN2

4 =SYS_FAN3

5 =HDD_FAN1

6 =SYS_FAN4 (HPM-621UA)
PWM:

The PWM duty cycle range should be
OX1E to 0x64(30%~100%).
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Get fan PWM 0x30 0x36 | The response data represent each fan
PWM.
The OEM commands can be run at local or remote console. Please refer next section.

2.3 Example

23.1 Locally set PWM of SYS_FAN3 to 0x20 by “ipmiutil” in Windows OS.
Step 1. Run Command Prompt as Administrator.

pmiutil cmd €6 20 c@ 30

Step 4. Set fan PWM

C:\ipmiutil-3.1.5-win32>ipmiutil cmd 00 20 cO® 35 4 20
ipmiutil cmd ver 3.15

This is a test tool to compose IPMI commands.

Do not use without knowledge of the IPMI specification,
-- BMC version ©.6, IPMI version 2.0

respData[len=1]: 00

send_icmd ret = ©

ipmiutil cmd, completed successfully

Step 5. Get fan PWM
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2.3.2 Remotely set PWM of CPU1_FAN1 to 0x10 by “ipmiutil” in Windows OS.
Step 1. Run Command Prompt as Administrator.
Step 2. Get fan mode
ipmiutil.exe cmd -N [BMC IP] -U [user name] -P [user password] 00 20 cO

adnin -P adni

Step 3. Set fan mode to manual mode
ipmiutil.exe cmd -N [BMC IP] -U [user name] -P [user password] 00 20 cO

admin -P adwin

Step 4. Set fan PWM
ipmiutil.exe cmd -N [BMC IP] -U [user name] -P [user password] 00 20 cO
35010

adnin -P admin

Step 5. Get fan PWM
ipmiutil.exe cmd -N [BMC IP] -U [user name] -P [user password] 00 20 cO
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3 SEL Troubleshooting
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3.1 Memory Correctable and Uncorrectable ECC Error

ECC errors are divided into Uncorrectable ECC Errors and Correctable ECC Errors.

Correctable ECC errors can be detected and corrected if the chipset and DIMM support this
functionality. This event in itself does not pose any direct problems because the ECC errors
are still being corrected. Even though this event doesn’t immediately lead to problems, it
can indicate on the DIMM modules is slowly failing. If this error occurs multiple times,
consider replacing the DIMM as a preventative measure.

An uncorrectable ECC error is a fatal issue. While correctable errors do not affect the
normal operation of the system, uncorrectable memory errors will immediately result in a
system crash or shutdown of the system. If an uncorrectable ECC error has occurred,
consider replacing the DIMM as a preventative measure.

DIMM location from SEL.:
1. Issus the command

ipmitool —I lanplus —H [BMC IP address] -U [user name] -P [user password] sel elist
2. The SEL log will indicate which DIMM happens error

root@klash-VirtualBox:/home/klash/igt621/avalue rr12# ipmitool -I lanplus -H 192.168.0.114 -U admin -P admin sel elist
1 | 06/08/2020 | 22:50:13 | Fan SYS FAN1 | Lower Critical going low | Asserted | Reading © < Threshold 8060 RPM
2 | 06/08/2020 | 22:50:13 | Fan SYS FAN2 | Lower Critical going low | Asserted | Reading © < Threshold 800 RPM
3 | 06/08/2020 | 22:50:13 | Fan SYS FAN3 | Lower Critical going low | Asserted | Reading © < Threshold 500 RPM
4 | 06/08/2020 | 22:50:14 | Physical Security ChassisIntrusion | General Chassis intrusion | Asserted
5 | 06/08/2020 | 22:54:14 | Memory DIMM5 | Correctable ECC logging limit reached | Asserted

= 3 CY
R |

OEEETTEEE

e

Logs & Reports >>IPMI Event Log

o ID: 11 sensor of type memory logged a correctable ecc logging limit reached Qin & hours
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3.2 PCle Errors

PCle error events are either correctable (informational event) or fatal. In both cases
information is logged to help identify the source of the PCle error and the location.

Correctable errors include those error conditions where hardware can recover without any
loss of information. Correctable errors are acceptable and normal at a low rate of
occurrence. If the error continues, identify the card from SEL and check the following steps.
a. Verify the card is inserted properly.
b. Install the card in another slot and check if the error follows the card or stays with
the slot.
c. Update all firmware and driver.

Fatal errors are uncorrectable error conditions which render the particular Link and related
hardware unreliable. For Fatal errors, a reset of the components on the Link may be
required to return to reliable operation. When a fatal error is reported, identify the card from
SEL and check the following steps.

a. Verify the card is inserted properly.

b. Install the card in another slot and check if the error follows the card or stays with

the slot.
c. Update all frmware and driver.

PCle location from SEL:
1. Issus the command

ipmitool —I lanplus —H [BMC IP address] -U [user name] -P [user password] sel elist
2. The SEL log will indicate which PCIE happens error

06/08/2020 :50: Fan SYS FAN1 | Lower Critical going low | Asserted | Reading © < Threshold 860 RPM
06/08/2020 :50: Fan SYS FAN2 | Lower Critical going low | Asserted | Reading © < Threshold 800 RPM
06/08/2020 1502 Fan SYS FAN3 | Lower Critical going low | Asserted | Reading © < Threshold 500 RPM
06/08/2020 Ltk Physical Security ChassisIntrusion | General Chassis intrusion | Asserted
06/08/2020 :54: Memory DIMM5 | Correctable ECC logging limit reached | Asserted

06/08/2020 :56: Critical Interrupt PCIE SLOT4 | Bus Fatal Error | Asserted

06/08/2020 £90% 0S Stop/Shutdown | Run-time critical stop | Asserted

06/08/2020 :56: OEM record de | 000137 | 012401000001

06/08/2020 :56: OEM record de | 000137 | 620000000001

1
2
3
4
5
6
7
8
9

Q ID: 69 sensor of type critical_interrupt logged a bus fatal error
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4 Web Ul futures
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4.1 Remote Power Control

1 Click the Power Control tab, and then select the option and press Perform Action
button.

MEGARAC SP-X

Firmware Information

0.02.20200508
‘ Power Control nHos: server
BIOS Version
0.0B
CPLD Version
0.1 Power Actions 2]
Host Online
Power Off
# Dashboard
Power On
@& Sensor
Power Cycle

@& Power Source

° Hard Reset

ACPI Shutdown

Ll Logs & Reports
=

& Settings

© FRU Information

L Remote Control

B Image Redirection

® Power Control

@® Fan Control

# Maintenance

[ Signout

® Power Off
Immediately power off the server
® Power On
Power on the server
® Power Cycle
Reboot the system without powering off (warm boot)
® Hard Reset

Select this option to reboot the system without powering off (warm boot)
® ACPI Shutdown
Initiate operating system shutdown prior to the shutdown
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4.2 Capture and save BSOD information

1 Click the Settings tab, and then click Capture BSOD option.

@ MegaRAC SP-X x + [ -]

&« G AN - | 192.168.1.78, tr @) Incogrito )

? A ©Sync £ Refresh A admin ~

MEGARAC SP-X

Firmware information

. # Home Settin
. 0.02.20200508 Settings Confiara RMC
Lo gure BNML oplions

BIOS Version :

0.08

CPLD Version

0.1

Host Online

o & §

_ Date & Time External User Services KVM Mouse Setting
L
-

# Dashboard B ﬁ 1 -
-_—

& Sensor Log Settings Media Redirection Settings Network Settings PAM Order Settings

@ Power Source Y Qg .

@ FRU Information

Platform Event Filter Services SMTP Settings S5L Settings
lial | ogs & Reports
) § L} L1
& Settings
System Firewall User Management video Recording

2 This page displays a snapshot of the blue screen captured if the host system crashed
since the last reboot.

@ MegaRAC SP-X X + [~ ]

<& C A Notsecure | 192.168.1.78, ¥ @ incognito )

MEGARAC SP-X

9 A Osync = Refresh 2 admin ~

. Firmware Information
a| oo Captured BSOD
BIOS Version
0.0B
CPLD Version

0.1 0

Host Online

# Home = Settings Captured BSOD

Last BSOD Screen Captured

Dashboard

Sensor

Power Source

FRU Information

Logs & Reporis

Settings

LA Remote Control

Image Redirection

Power Control
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4.3 User Managemen

1 Click the Settings tab, and then click the User Management option.

@ MegaRAC SP-X x + o = [u]
<« G A re | 192.168.1.78, # &Y icognito
MEGARAC SP-X = ? A ©sync 2 Refresh 2 admin ~

. Firmware Information

- 0.02.20200508 Settings BeFrai e El e e e

BIOS Version

# Home Sett

0.08

CPLD Version
(1)

0.1

_ Captured BSOD Date & Time External User Services KVM Mouse Setting
-
q r -
# Dashboard a 5 1 -
—_—

@ Sensor Log Settings Media Redirection Settings Network Settings PAM Order Settings

@& Power Source Y Qg '

@ FRU Information

2 @

Platform Event Filter Services SMTP Settings SSL Settings

£ {1 s

System Firewall User Management Video Recording

Lul Logs & Reports

44 Settings

2 Remote Control

B2 Image Redirection

@ Power Control

2 Select the user to edit.

MEGARAC SP-X A @ 5ync > Refresh A admin ~

Firmware Information

# Home - Settings - User Management
0.02.20200508
BIOS Version

0.0B

CPLD Version

01

User Management

Channel| 1 e

Host Online

_ . Channel 1 . Channel 1 . Channel 1 . Channel 1
.1 anonymous -2 admin .3 (Disabled) -4 {Disabled)
# Dashboard

(Disabled) {Active)

Administrator Administrator
@& Sensor . .

KVM VMedia KVM VMedia

@ Power Source

. Channel 1 . Channel 1 . Channel 1 .
© FRU Information -5 (Disabled) -6 (Disabled) -T (Disabled) -8 (Disabled)

[l Logs & Reports

& Settings

L2 Remote Control Channel 1 . Channel 1

-9 (Disabled) -10 (Disabled)

B Image Redirection

@ Power Control
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You can change user password or modify user privilege at the Configuration page.

@ MegaRAC 5P-X x +

&« C A+b e | 192.168.1.78,

MEGARAC SP-X

. Firmware Information

0.02.20200508 f H

[ ] User Management Configuration

BIOS Version

0.08

CPLD Version

0.1 9

Host Online
Username

quekumes. -
L b= Change Password
@& Sensor Password Size
@& Power Source 16 bytes v

Password
@ FRU Information

lul Logs & Reports
Confirm Password
& Settings
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